Assumption University

Vincent Mary School of Science and Technology

Department of Computer Science

CS3443 Network Security

Semester 2/2019
	Course Status :
	Major Required Course

	Number of Credits :
	3 Credits 

	
	


	Instructor :
	Asst. Prof. Dr. Thanachai Thumthawatworn

	Office Location :
	VMS0505

	E-mail Address :
	thanachai@scitech.au.edu


	Class Schedule :
	Thursday, 13:30 – 16:30

	Class Venue :
	VMS0201


Course Description

Introduction to network security, security principles, network threats and vulnerabilities, security threats mitigation and countermeasures, use of network security protocols, technologies, tools/appliances e.g. firewalls, IPS, IPSec, VPN to develop a security infrastructure, and audit, design, and implementation of secured networks.
Primary Text

· William Stallings, (2014) Network Security Essentials: Applications and Standards, Fifth Edition, Pearson Education, ISBN:0-273-79336-5

· Omar Santos and John Stuppi, CCNA Security 210-260 Official Cert Guide, Cisco Press, ISBN:1-58720-566-8

Mark Allocation

	+ Assignment(s):
	20%

	+ Midterm Examination:
	40%

	+ Final Examination:
	40%

	Total :
	100%




Course Content & Schedule

	Week
	Date
	Topics

	

	1
	9 Jan 2020
	Review on networking technologies



+ OSI 7 layers vs. TCP/IP

+ Data encapsulation, switching, routing
Introduction to network security



+ Threats, impacts, attacks


+ Mitigation mechanisms, security technologies

	2
	16 Jan 2020
	Message confidentiality



+ Symmetric encryption, cryptography


+ Encryption algorithms

	3
	23 Jan 2020
	Message authenticity



+ Message authenticaton, MAC, Hash function


+ Public-private keys

	4
	30 Jan 2020
	Key Management



+ Key management and distribution mechanisms


+ Kerboros, X.509, CA mechanism

	5
	6 Feb 2020
	Wireless Security



+ Wireless network security standards

+ Encryptions used in wireless connections

	6
	13 Feb 2020
	Network access control



+ Network access enforcement methods

+ Introduction to security in cloud computing

	7
	20 Feb 2020
	Network Log Management



+ Log data gathering, archiving and protection mechanisms

+ Key areas for log management

	Midterm Examination

	8
	12 Mar 2020
	AAA in Cisco IOS, BYOD concept and design



+ AAA, Radius, TACACS+

    + BYOD fundamentals

	9
	19 Mar 2020
	Virtual private network technologies



+ VPN types and implementation


+ IPSec, SSL, PSK, RSA, Secure key exchange

	10
	26 Mar 2020
	Network foundation protection



+ Protecting management traffic and  management plane


+ Securing data plane

	11
	2 Apr 2020
	Firewall technologies



+ ACL, NAT, firewall technologies


+ Zone-based firewalls

	12
	9 Apr 2020
	Intrusion detection and prevention technologies



+ IDS/IPS


+ Mitigating technologies for endpoint threats



	13
	16 Apr 2020
	Computer Security Incident Response Team



+ Setting up CSIRT 


+ Incident response procedure

    + Specific tools for CSIRT
 

	14
	23 Apr 2020
	Project presentation




	15
	30 Apr 2020
	Review and discussion



	Final Examination


Class Attendance and Absence Policy

1. Satisfactory course attendance is attendance of 80% of course.
2. Students whose attendance falls below 80% will not be allowed to take the examination. 
3. For injury or illness that requires a student to be absent from classes, students must provide a medical note from authorized medical providers.
4. Where possible, students should notify a lecturer in advance if they will miss a class because of illness, injury, medical treatment or students have to attend events/activities arranged by the faculty/university. Students may be allowed to be absent from classes if they provide valid excuses in advance.
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