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Course Status:

Elective Course
3 Credits
Pre-requisite:

None
Semester:
2/2019
Class Meeting:
Sec. 51

Lecture: Wednesday 14:00 – 17:00
           Room: A83
Lecturer: 

Asst. Prof. Dr. Thotsapon Sortrakul


       
        
Office:

E63/2 Hua Mark Campus

        
            Phone: +662-2300-4543 
E-mail:

thotsapon@scitech.au.edu


           Mobile: +6681-828-6111
Office Hours:

Wednesday and Thursday 17:00-18:00.
Text Books:  
None
References: 
Stallings, William and Lawrie Brown. Computer Security: Principles and Practice, 4th Edition. New Jersey: Prentice Hall PTR, 2018.

Panko, Raymond R. and Julia L. Panko. Business Data Network and Security, 11th Edition. New Jersey: Prentice Hall PTR, 2019.

Pfleeger, Charles P., Shari Lawrence Pfleeger, and Jonathan Margulies. Security in Computing 5th Edition. New Jersey: Prentice Hall PTR, 2015.
Merkow, Mark S. and Jim Breithaupt. Information Security: Principles and Practices, 2nd Edition. New Jersey: Prentice Hall PTR, 2014.

Course Description: 
Techniques and technologies to provide or enhance critical network and internet security, security issues for modern organizations, different types of security violations, advanced technologies (Public Key Infrastructure (PKI), Digital Signature, Firewall, Intrusion Detection), and current research problems.  
Course Objective:
This computer security course will cover all aspects of security in information systems.  Some of the key objectives are as following:
· to develop knowledge of technologies for Internet security,
· to develop skills in analysis and decision making concerning the development, implementation, and management of technologies for Internet security.
Lecture Schedule:
	Classes
	Topics
	Remarks

	Class 1 (Thursday)
Date: January 23, 2020
	Course Overview
	

	Class 2 (Thursday)
Date: January 30, 2020
	Individual assignments

(Reading and analyzing the assigned articles)
	

	Class 3 (Wednesday)
Date: February 05, 2020
	Review and Research on Internet Security
	

	Class 4 (Wednesday)
Date: February 12, 2020
	Individual assignments

(Reading and analyzing the assigned articles)
	

	Class 5 (Wednesday)
Date: February 19, 2020
	Review and Research on Cryptography
	

	Class 6 (Wednesday)
Date: February 26, 2020
	Individual assignments

(Reading and analyzing the assigned articles)
	

	Class 7 (Tuesday)
Date: March 04, 2020
	Review and Research on Data/Information Security
	

	Class 8 (Wednesday)
Date: March 11, 2020
	Individual assignments

(Reading and analyzing the assigned articles)
	

	Class 9 (Wednesday)
Date: March 18, 2020
	Review and Research on Network Security
	

	Class 10 (Wednesday)
Date: March 25, 2020
	Individual assignments

(Reading and analyzing the assigned articles)
	

	Class 11 (Wednesday)
Date: April 01, 2020
	Review and Research on Administrative Security
	

	Class 12 (Wednesday)
Date: April 08, 2020
	Individual assignments

(Reading and analyzing the assigned articles)
	

	Class 13 (Wednesday)
Date: April 22, 2020
	Review and Research on Mobile App. Security
	

	Class 14 (Wednesday)
Date: April 29, 2020
	Individual assignments

(Reading and analyzing the assigned articles)
	

	Class 15 (Wednesday)
Date: May 06, 2020
	Term Project Presentation on Technologies for Internet Security
	


Mark Allocation:

Class Attendance & Assignments 

35   %
Project





35   %





Final Exam




30   %






Total
        100  %
Assignments:
Each student will perform a research on the selected topics assigned in class.  Assignment report is around 10 pages (Font Size: Times New Roman 14) and Presentation and Answering Question is around 10 minutes.
Project:
Each student will perform an extensive research on Technologies and/or Techniques for Internet Security.  Project report is around 20 to 30 pages (Font Size: Times New Roman 14) and Presentation and Answering Question is around 20 minutes.
Deadline:
The project report must be submitted to the instructor on the presentation date
Other Requirements: 
· 80 % class attendance is required for sit in the final examination.  Therefore student can absent from course not more than 3 classes.
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